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whoami

• Reverse engineer and security researcher at Digital Security
• Flare-On 2018 and 2019 winner (#11 and #3 place)
• Articles

•Edge Browser exploitation writeup
•Flare-On 2019 writeup
•Checkm8 technical analysis
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https://dsec.ru/
http://flare-on.com/2018.html
http://flare-on.com/2019.html
https://habr.com/ru/company/dsec/blog/455594/
https://habr.com/ru/company/dsec/blog/469393/
https://habr.com/ru/company/dsec/blog/472762/


What are the code-reuse attacks
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• Ret2libc (Return-to-Libc) [1], [2], [3]
• ROP (Return-Oriented Programming)
• JOP (Jump-Oriented Programming)
• COP (Call-Oriented Programming)
• COOP (Counterfeit Object-Oriented Programming)
• SROP (Sigreturn Oriented Programming)
• etc

https://seclists.org/bugtraq/1997/Aug/63
http://phrack.org/issues/58/4.html
https://users.suse.com/%7Ekrahmer/no-nx.pdf
https://hovav.net/ucsd/dist/geometry.pdf
https://www.comp.nus.edu.sg/%7Eliangzk/papers/asiaccs11.pdf
https://www.usenix.org/system/files/conference/usenixsecurity14/sec14-paper-carlini.pdf
https://dl.acm.org/citation.cfm?id=2867682
https://www.cs.vu.nl/%7Eherbertb/papers/srop_sp14.pdf


Problems

To exploit the vulnerability, you need to build a complex
ROP-chain

• Debugging ROP-chain execution can be very difficult or
impossible

• I want more information
• I would like to build and test ROP-chain without

leaving home IDA
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ROP-chain building process

before
1. Find gadgets
2. Build ROP
3. Run on a real device
4. If not working:

• figured out the reason
• fixed
• GOTO 3

after
1. Find gadgets
2. Build ROP
3. Emulate
4. If not working:

• figured out the reason
• fixed
• GOTO 3

5. Run on a real device
6. If it still doesn’t work:

• figured out the reason
• fixed
• GOTO 3
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Existing tools

• ROPMEMU (Cisco-Talos) [paper]
• flare-emu (FireEye)
• uEmu (Alex Hude)
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https://github.com/Cisco-Talos/ROPMEMU
http://s3.eurecom.fr/docs/asiaccs16_graziano.pdf
https://github.com/fireeye/flare-emu
https://github.com/alexhude/uEmu


Plan
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• Create a user-friendly tool for editing the initial state of 
emulation

• Provide handling of function calls and system calls
• Provide debugging capabilities

•Breakpoints
•View context
•Tracelogs with register modifications

• Save and export



crauEmu – code-reuse 
attack uEmu

• IDA plugin
• Unicorn Engine

emulation
• uEmu compitible
• IDA 7.0 and 7.4 compitible
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github.com/DSecurity/crauEmu



What's new?

• Changes and corrections for working with large files
• lazy mapping

• Added tool for working with ROP
• Context initialization
• Payload editing
• ROP tracer

• Other minor changes
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RopEditor
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Registers initialization

Hook definition

Controls

Payloads

Hooking



RopEditor
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DEMO 1
X32-64, Edge, rop-gadgets from pwnjs

12

https://github.com/theori-io/pwnjs


DEMO 2
ARM64, checkm8 callback-chain
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Future work

• Fixing and improvements
• Python3 porting
• Integrate ropper to IDA
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https://github.com/sashs/Ropper


@a1exdandy

THANKS FOR 
ATTENTION
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